ABSTRACT Evolving from cognitive radio networks (CRNs), the concept has developed into a new paradigm of cloud and big data-based next-generation CRNs due to huge amount of data processing, complicated spectrum resource scheduling, and real-time information exchange. In cloud-based CRNs, control channels are needed for CR nodes to perform certain handshakings for network self-organization, spectrum sensing, network coordination, and flexible data connections. This paper investigates a transmission scheme for control channel (CC) in cloud-based CRNs, which is over several noncontiguous spectral holes. Transform domain communication system (TDCS)-based transmission scheme with spectrally-constrained sequence design is presented for CC. A practical testbed design for TDCS-based CC with multiple National Instruments PXIe devices and six universal software defined radio reconfigurable input/output devices is presented. Details of system design as well as main implementation challenges are described. Bit-error rate of the system is validated through both theoretical analysis and simulation results under realistic channel conditions. INDEX TERMS Cloud-based cognitive radio network, transform domain communication system, universal software defined radio, control channel, spectrally-constrained sequences.
I. INTRODUCTION
Cognitive radio (CR) is considered to be a promising technology to provide significantly high spectrum sharing efficiency over an increasingly congested spectrum map [1] - [3] . It is achieved by transmitting CR signals over non-contiguous spectral holes that are not used by the primary users (PUs) at a particular time [4] - [6] . CR technology allows secondary users (SUs) to reuse those spectral holes in an adaptive manner without causing considerate interference to the PUs [7] - [9] .
Next-generation CR networks (CRNs) need to deal with huge amount of data processing, tedious spectrum resource scheduling, real-time information exchange and increasingly stringent calling for high quality of service (QoS) with the aid of rapid growth of cloud computing through cloud-based CRNs with commodity hardware [10] . The cloud-based CRNs architecture is mainly based on a CR cloud and distributed CR nodes that are connected to the cloud via an Internet backbone. Extensive research has been done on cloud-based CRNs in either cooperative spectrum sensing [11] or CR cloud platform implementation. Wu et al. [12] , proposed a CRN architecture using public Windows Azure cloud as the computing platform to execute spectrum sensing. Apache Hadoop platform was used in [13] to run a cooperative spectrum sensing algorithm in parallel over multiple servers in the cloud. A sparse Bayesian learning algorithm for cooperative spectrum sensing under the infrastructure of CRNs in TV white space was proposed in [14] and [15] .
In cloud-based CRNs, CR nodes should be assigned with several some basic communication parameters. For this, the CR nodes need to perform certain handshaking procedures over a common channel [16] . This is known as rendezvous [17] , where two or more CR nodes attempt to communicate with each other in dynamic spectrum access environment. In addition, a significant amount of control messages is also required for spectrum sensing, network self-organization, network coordination, as well as the establishment of flexible data connections. Therefore, an alwayson control channel (CC) between CR nodes is needed for CRNs [18] . Various solutions have been proposed, which can be generally divided into dedicated CC and dynamic CC [19] .
In this paper, we are concerned with multi-user CC the transmission scheme in cloud-based CRNs. In such a scenario, CCs are permitted to coexist with PUs in the same band. Therefore, existing PUs are considered as interference sources to CCs [20] . Meanwhile, to guarantee the QoS requirement of PUs, the maximum power levels of CCs should be not exceed the interference temperature limit [16] . Motivated by this problem, we propose to use transform domain communication system (TDCS) as the CC transmission scheme. By using spreading sequences, all CRN nodes can exchange control messages in the same spectrum band. TDCS-based CC for CRNs can be designed to achieve reliable control messages exchange with its flexible spectrum utilization and proactive anti-interference capability. Interestingly, this scheme allows power transmission below the noise floor and can therefore be used in parallel without causing interference. TDCS-based transmission scheme has been proposed as a potential candidate technology in CRNs [2] , [3] , [21] , [22] .
To establish multi-user CCs in cloud-based CRNs, TDCS assigns each user a specific random phase vector. In traditional TDCS system, a linear feedback shift register (LFSR) is used to generate binary pseudo-random (PR) sequences [9] . The LFSR can be configured to output different PR sequences, depending on the number of stages and feedback configurations. The maximum number of control channels for CRNs nodes in the network is bounded by the generated random sequences whose crosscorrelation values will determine the amount of multiuser interference (MUI). In a CRN with non-contiguous spectral holes, this may result in poor bit-error rate (BER) performance due to possibly high cross-correlations between any pair of fundamental modulation waveforms (FMWs) [9] . To solve this problem, phase coding TDCS scheme has been proposed, where spread phase coding can achieve considerably small interference among different users. In this scenario, sequences with low integrated sidelobe level of periodic autocorrelation in some spectral constraints play an important role in TDCS [23] - [25] . Software defined radios (SDR's) are commonly used as a prototyping tool in industrial or academic areas [26] . In this paper, universal software defined radio (USRP) with Lab-VIEW is used to evaluate the performance of TDCS-based multi-user CCs for CRNs at 2GHz under realistic channel conditions. We combine spread phase coding with FMW and conduct sequence design in an interference scenario to enhance the multi-user CC performance of CRNs. In addition, the spectrum sensing module, channel estimation method, pilot and zero padding, etc. are presented in detail for testbed implementation.
This paper is organized as follows: system architecture and multiple access capability of TDCS-based CC for CRNs are introduced in Section II. Section III considers sequence design for multi-user access of TDCS-based CRNs with spectral constraints. The system setup, hardware and various technologies are presented in Section IV. In addition, simulation, analytical, and experimental results are discussed in Section V. Finally, this paper is summarized in Section VI.
II. OVERVIEW OF TDCS MULTIPLE ACCESS A. MU-TDCS TRANSMITTER
TDCS implementation involves spectrum measurement, thresholding, phase mapping and transmitting, as shown in Fig. 1 . To achieve proactive anti-interference, TDCS first divides the entire spectrum band into N spectrum bins, and then the spectrum measurement module determines the availability of the spectrum bins according to the threshold value. The spectrum marking vector
used to indicate the availability of the spectrum bins, i.e., if the spectrum sensing output for the k-th bin is smaller (or larger) than the given threshold, the subcarrier A k will be marked as 1 (or 0) [4] , as shown in Fig. 2 .
The use of PR sequences in TDCS ensures that the time-domain fundamental modulation waveform (FMW) has noise-like property. PR sequences enable TDCS multiple access with distinct sequence assigned to different users. Traditional TDCS-based CRNs uses the operation of element-by-element multiplication directly in PR sequence and spectrum marking vector. However, in [4] , the u-th user's PR sequence is encoded with a spreading sequence denoted VOLUME 6, 2018 as S u = s u 0 , s u 1 · · · s u N , then the u-th user's spread phase coding sequence is generated by the operation of element-byelement multiplication: (1) where s (u) denotes the complex pseudorandom phase vector, which is regarded as the original pseudo-random phase sequence. Then the new pseudo-random vector is multiplied element-by-element with spectrum marking vector in a process called phase coding, producing spectral vector [4] :
where λ = √ N A ε/N is a normalization for the transmitted energy, N A denotes the number of available spectrum bins and ε is the transmit energy for a symbol.
After performing the inverse fast Fourier transform (IFFT) operation on the spectral vector B, a time domain basis function FMW b(t) is obtained. This function is called spread spectrum basis function which will be stored, modulated and then transmitted. The time domain FMWs can be represented as
where F −1 denotes the IFFT operation. An anti-interference modulation technique known as cyclic code shift keying (CCSK) [27] has been applied in TDCS implementation, it uses cyclic (circular) shifts of the time domain FMW to modulate a carrier. When M ary CCSK is adopted, the binary data bits are separated into log 2 M bits to generate the corresponding data symbol. The transmitted control message is obtained by shifting FMW cyclically to the left by S places:
where · M denotes the M points cyclic (circular) shifts and S is the transmit data in decimal.
B. MU-TDCS RECEIVER
After detection and synchronization, multi-user detection technology can be applied to TDCS receiver to effectively eliminate MUI, using methods such as parallel interference cancellation (PIC) [28] and serial interference cancellation (SIC) [29] . For M ary CCSK modulation, it can be observed from (3) that the modulated symbol exists in the phase of received signal. Therefore the received signal will be periodically correlated with locally generated reference signals to recover data symbols by detecting the correlation peak, which can be performed by using the fast Fourier transform (FFT) to minimize the computational complexity
where F denotes the FFT operation, (·) * denotes the conjugate operation, m N = m mod N and r is the received signal. The user information can be estimated by applying
where Re { ·} denotes the real operate. The index of largest amplitude is selected as the estimated symbol. Recall from (3), the auto-correlation and cross-correlations between any pair of FMWs are expressed as [4] , [27] 
N . (7) It is clear that the cross-correlations of FMWs are mainly determined by the spread PR sequences, whereas MUI is mainly caused by poor cross-correlation of FMWs. Therefore, by selecting appropriate original random phase sequences, we can obtain desirable autocorrelation property and low cross-correlation property to eliminate the interference between control channels.
III. SPECTRALLY-CONSTRAINED SEQUENCES
From the above analysis, it is clear that spread PR phase sequence has a significant impact on the performance of TDCS. A unimodular sequence with low integrated sidelobe level (ISL) of periodic autocorrelation can better deal with the interference. To design a periodic sequence is to minimize the nonzero autocorrelation coefficient {r k } k =0 , which is defined as [30] 
where
ISL is used to evaluate the performance of the sequence
It is desirable to find an efficient algorithm for minimizing ISL for unimodular sequences min ISL
However, in a CRN with non-contiguous spectral subbands, some spectrum bins are unavailable. The correlation properties of traditional sequences will be destroyed if they are applied in such scenario. It requires a spectrallyconstrained sequence that can be dynamically generated according to the instantaneous electromagnetic environment [31] , [32] . In the condition of spectral constraints, an monotonic minimizer for ISL with spectral constraints (Spectral-MISL) sequence design method has been proposed in [23] , i.e.,
where denotes the unavailable spectrum bins and ξ is the threshold below which a spectrum bin will be viewed as inactive and therefore can be reused by cognitive users. Thus, the minimization of the related sidelobe problem based on spectral limitations can be rewritten as
For a given ξ > 0, by applying lagrange multiplier method, (12) can be translated to
where λ is the weight coefficient. Then, expanding r k in the frequency domain
where x (k) denotes the generated sequence after k-th iteration. Similar to the MISL algorithm mentioned in [23] , for a given x (k) , the minimization problem can be rewritten as
By defining
, p / ∈ the minimization problem in (15) can be simplified to
Let p
, the sequence design problem can be formally viewed as the optimization problem below.
The main steps to solve (17) are listed in Table 1 . We consider the design of a length N = 512 with low autocorrelation sidelobes and at the same time with low spectral power in the frequency bands π . To achieve desired frequency bands, the index set in Spectral-MISL is set as {102, . . . , 154} {358, . . . , 410}. By setting λ to different values, we tradeoff between minimizing the autocorrelation sidelobes and restricting power in the frequency bands. Fig. 4 shows the correlation levels of the designed sequence and m-sequence with length N = 512. Judging from Fig. 4 , the generated Spectral-MISL sequence offers lower correlation level than m-sequence in the condition of spectral constraints. The spectral power in pre-specified frequency bands is smaller than −45 dB, as shown in Fig. 5 . This means suppressed power in the pre-defined frequency bands and also with relatively low correlation levels.
IV. TESTBED SETUP AND SYSTEM MODEL
The testbed can be implemented with hardware and software parts. The hardware part includes National Instruments (NI) PXIE-1085, NI PXIE-1082 and six universal software defined radio reconfigurable input/output (USRP RIO-2943) devices. The software part consists of the engineering software NI LabVIEW.
As shown in Fig. 6 , the data to be transmitted are first processed by LabVIEW, which is installed on NI-PXIE 1085. Then are transmitted by USRP RIOs. At the receiver, the USRP RIO6 records the RF signals and deliver them to NI-PXIE 1085 for processing. During control massage exchange, the CCs suffers interference from the PUs generated by NI PXIE-1082 and USRP RIO5. In addition, the 10 MHz external clock source is used for synchronization of the entire system. 
A. TESTBED HARDWARE
PXIE is a PC-based platform for measurement and automation systems. The system has eight transmit antennas and two receive antennas. Each antenna has a peak gain of 3 dBi with an omnidirectional radiation pattern. To implement the system mentioned above, the following modules are required:
1) TRANSMITTER/ RECEIVER HARDWARE
The NI-PXIE 1085 used at transmitter and receiver side is shown in Fig. 7(d) . It features a high-bandwidth and all-hybrid backplane to meet the needs of a wide range of high-performance test and measurement application. The following shows the detail features of NI-PXIE 1085:
• 16 Hybrid Slots, 1 PXIE Timing Slot.
• 10 MHz System Reference Clock with ±25 ppm stability.
• Up to 4 GB/s (single direction) per PXI Express slot dedicated bandwidth. The first hybrid slot is equipped with a high-performance Intel-i7 processor with 4-GB random access memory. It is installed with LabVIEW and MATLAB to help dealing with data processing. At the transmitter side, the hybrid slots are connected to USRP RIO-2943 through a high-speed PXIE cable, which ensures high speed data exchange between PXIE and USRP RIOs.
2) PU HARDWARE
The NI-PXIE 1082 is configured as a PU and is shown in Fig. 7(c) . It has similar features with NI-PXIE 1085 except the 8-slot PXI Express backplane. In the experiment, the third slot is connected to USRP-RIO5 as shown in Fig. 6 .
3) USRP-RIO-2943
USRP-RIO-2943 is built on the reconfigurable I/O architecture of NI LabVIEW, as shown in Fig. 7(a) . It integrates with a field-programmable gate array (FPGA) board to ensure it can program through LabVIEW FPGA module. This delivers a hardware and software solution for high performance and real-time prototyping of wireless communication systems. The following shows the detail features of USRP-RIO-2943:
• 1.2 GHz -6 GHz tunable center frequency with real-time bandwidth of 40 MHz per channel
• 2 × 2 MIMO transceivers and it can be extended to a higher channel number of MIMO system
• LabVIEW reconfigurable Xilinx Kintex-7 FPGA with DSP48 processing
• High-speed, low-latency PCI Express (up to 800 MB/s) connection with the NI-PXIE Each antenna is attached to a RF chain with digital-to-analog converter (DAC) 16 bits and analog-todigital converter (ADC) 14 bits. Six USRP-RIOs are used for implementation of 8-user CCs, including frequency measurement, data transmitting and receiving. At the receiver side, the RX antenna in the first channel of USRP-RIO6 is used for receiving signals and the RX antenna in the second channel is used for spectrum measurement respectively. The TX antenna in the first channel of USRP-RIO5 is enabled for emitting interference. 
B. TESTBED SOFTWARE
LabVIEW and MATLAB are used to facilitate the transmitting and receiving process. At the transmitter side, LabVIEW first processes the control messages through modulation, coding, padding and framing etc. Then the messages are transmitted by the TX antennas of USRP-RIOs. At the receiver, USRP-RIO6 records the RF signals and delivers them to PXIE-1082 for processing. Fig. 6 outlines the signal processing flows at the transmitter and receiver side.
TDCS-based transmission scheme for CRNs is designed to against interference. The available spectrum information of current environment is required, thus, the system can adaptively change the transmit waveform to avoid interference. It requires TX antennas and spectrum sensing antenna work in a time-slotted fashion, which can be implemented with whileloop structure on LabVIEW.
At the transmitter and receiver side, PXIE-1985 and PXIE-1982 are connected to corresponding RIOs and process the following steps:
1) SPECTRUM SENSING
The optimal way for any signal detection is to design a match filter which can maximize the signal-to-noise ratio (SNR). However, a match filter requires the waveform information of detected signal. A suboptimal method for detecting unknown signals is to perform noncoherent detection by using energy detection. This technology has been widely used in radiation measurement [33] , [34] . In TDCS-based multi-user CC, the spectrum sensing module is implemented with energy detection method. It only needs to know the energy of the signal within the detected band without need for others waveform information. An energy detector can be implemented similar to a spectrum analyzer by averaging spectrum bins of FFT, as outlined in Fig. 8 . The sample rate is consistent with system sample rate, N denotes the length of spectrum bins and averaging time T s is the subcarrier duration. The chosen of 10N points as FFT length can improve frequency resolution and help narrowband signal detection.
Since the energy detector cannot differentiate among modulated signals, noise and interference, the transmitter must stop transmitting in spectrum measurement stage. Energy detector has the advantage of easy implement and fast processing speed, however, it's not easy to set a threshold. The threshold is highly susceptible to unknown or changing noise level. To solve this problem, the threshold would be set adaptively according to the environment noise and interference. VOLUME 6, 2018 FIGURE 9. The frame structure of the transmitted signal. 
2) FRAMING
The control messages from the computer are first processed by LabVIEW and then converted into ASCII code, which is corresponding to 8-bit binary bits. The incoming binary data are split into frames consisting of 144 bits per frame. Each frame consists of one synchronization sequence and 20 modulation symbols, where four symbols are used for channel estimation. In total there are 13312 samples for each frame. The frame structure is shown in Fig. 9 .
In order to avoid transmitting conflict in TDCS-based CC, the spectrum sensing and transmitting cannot occur simultaneously at the transmitter and receiver side [35] . They are assumed to operate in a time-slotted fashion, as shown in Fig. 10 . Each time slot T is divided into three parts: spectrum sensing duration T s , processing duration T p and data transmitting duration T d . The processing duration including storage, thresholding and spectrum allocation. In the system, these parameters are set as T s =2s, T p = 0.5s, T d = 7.5s.
3) MODULATION AND DEMODULATION
A modulation technique known as CCSK has been applied to TDCS-based multi-user CC. It uses cyclic (circular) shifts of the time domain FMW to modulate a carrier. For 512 ary CCSK, the incoming information bits are separated into 9 bits to generate the corresponding symbol:
where S is 9 bits data in decimal, b denotes user's FMW. The received signal will be correlated with local generated reference signals, and then IFFT is applied to estimate the modulation symbol. Recall from (6), the index of the largest amplitude is selected as the estimated symbol.
4) TUNING SIGNAL POWER
The SNR is varied by changing the power of transmitted signals at transmitter side, which is achieved by multiplying each transmission vector with a ''Tuning signal power'' factor or changing transmit power of TX antennas to obtain the desired transmit power. The power of transmit antenna can be set from 0 dbm to 20 dbm without being calibrated. For example, the transmit power of the TX antenna is set as 10 dBm for the USRP RIO, while the real transmit power may change from 5 dBm to 20 dBm. Thus, a better way to obtain different SNR point is to adjust the amplitude of the transmitted signal. In particular, the amplitude of transmission vector in the ''data section'' is changed by multiplying a ''Tuning signal power'' factor.
5) CHANNEL ESTIMATION
The least-square (LS) channel estimation algorithm and linear interpolation technique are used to estimate the channel. To design 8-user TDCS for control channels, eight pilot sequences are needed at least. The block-type pilots in the frequency domain are applied in each frame. All of them locate at the start of each frame, as show in Fig. 11 . Each modulation symbol contains 2 pilot sequences, and in total there are eight pilot sequences for each frame. For example, the first and second user's pilots are locating at first modulation symbol. To avoid interframe interference, the remaining of the pilot section should be pad with zero.
At the receiver side, the signals received by RIO-2953 are processed by the PXIE-1085 to recover the original control messages. Once synchronized, the PXIE-1085 performs a serial-to-parallel conversion to convert the received frame to modulation symbols, then channel estimation is applied in each symbol. As illustrate in Fig. 11 , each modulation symbol occupies two pilot sequences and linear interpolation is applied to get the pilot symbol in each subcarrier. In addition, the LS algorithm proposed in [36] is used to estimate the channel information.
6) SYNCHRONIZATION
As is often done in similar experimental systems, the preamble based method for frame synchronization is applied in TDCS-based CC. The synchronization sequence is added to the start of transmitted signal, then peak-detection technique has been applied at receiver side. As shown in Fig. 9 , the power difference between synchronization sequence and ''data section'' symbols is reasonable since the channel power may fluctuate due to fast fading, mean while it can maximize the peak value of autocorrelation result at receiver.
At receiver side, the received signal will be correlated with the local synchronization sequence, then search for the peaks above a certain threshold in the correlation results. The threshold level usually in connection with the received signal power, and set as the 80% of the highest correlation peak value [37] . If the peak value is less than the threshold, the received signal will be discarded from further calculations.
7) BER AND SNR CALCULATION
The SNR is defined as
where H is the channel matrix, x is transmitted vector, E[·] denotes the expectation operator, · 2 F is Forbenius norm and J 2 is the interference power.
To calculate SNR, the interference power J 2 is first fixed about −70 dBm before transmission, where the indoor noise is about −118 dBm. To enable a more accurate evaluation, the interference power is estimated and averaged over 5000 frames at receiver side. Then, different transmit power can be obtained by adjusting the ''Tuning signal power'' factor, and the same method is applied to evaluate the signal power. The BER is calculated and averaged over 10000 frames for each SNR point. These averaged BER are taken into compare with the theoretical performance.
C. TESTBED DESIGN CHALLENGE
During the implementation of the testbed described in the previous sections, we met three key challenges.
1) POWER CONTROL PROBLEM
Although the TX antennas are fixed at same distance away from the receiver, a strong interference is caused due to the uncalibrated transmission power at the transmitter side.
The transmitter and receiver lack of the ability of automatic power control, it will lead to interference similar to the ''nearfar effect'' in conventional CDMA [38] . It's necessary to adjust the ''Tuning signal power'' factor or transmit power of TX antenna such that the same signal power is guaranteed at the receiver side.
2) SYSTEM SYNCHRONIZATION
As illustrated in Fig. 9 , transmitter and spectrum measurement antenna works in a time-slotted fashion, and TX antennas transmit data after spectrum sensing is finished. To guarantee correct decoding, the start of a frame of any two transmitted frames need to be identified, which requires synchronization of each transfer. For multi-device transmission, signal from one path is combined with the other path's signal, which means the receiver receives multiple signals at the same time. It requires synchronization for all the USRP RIOs.
3) SEQUENCE SET DESIGN WITH SPECTRAL CONSTRAINTS
Designing (almost) perfect unimodular sequence set that possess very low autocorrelation sidelobes and cross-correlation levels in the condition of spectral constraints is a challenging topic.
To deal with the first design challenge, a power adjustment step is carried out for all TX antennas. The power of each transmit antenna is evaluated at receiver side, then multiplying each transmission vector with different ''Tuning signal power'' factor to obtain the same transmit power at receiver side.
To achieve synchronization between all the USRP-RIOs, we can use the global positioning system (GPS) clock or an external clock source. The use of a 10 MHz external clock source for TDCS-based CC can avoid losing connection, therefore, all the devices are allowed transmitting simultaneously once locked to the clock. And preamble and pilot sequences are used for system synchronization and channel estimation. After the received signals are correlated with a known preamble, the start of the frame can be identified. However, due to the complexity of the program at receiver side and the limitation of real-time processing ability of LabVIEW on CPU, the receiver cannot detect the synchronization sequence in real-time, when the RIO works at a IQ rate of 2 MHz. One solution to this challenge is to program on the FPGA board of USRP RIO, it can improve the RF performance of USRP RIO. Mean while, moving some of the code from LabVIEW to FPGA board for real-time processing can speed up the processing of system.
A sequence with low autocorrelation sidelobes has been developed to minimize the ISL metric when there have additional spectral constraints. However, as the number of CCs increases, system performance highly relies on a sequence set with low cross-correlation levels in condition of spectral constraints. Thus, future work of this research will be designing a sequence set in spectral constraints and at the same time with low autocorrelation sidelobes. 
V. EXPERIMENTAL RESULTS AND NUMERICAL ANALYSIS A. INDOOR ENVIRONMENT TEST 1) INTERFERENCE MODE
As mentioned in section I, TDCS provides major enhancements to traditional DS-SS system and increases signal robustness of control signaling. To evaluate the performance of interference avoidance for TDCS-based CC, two types of interference are demonstrated in the experiment, as shown in Fig. 7. Fig 7(a) shows the spectrum sensing result of narrow-band interference (NBI) which occupies about 25% bandwidth. While type-2 interference occupies a large bandwidth, and about 45% of spectrum bins are unavailable. TDCS-based CC decides which carrier frequency can be used for message exchange automatically based on the spectrum sensing results.
2) PROPAGATION ENVIRONMENT
The physical layout of the experimental setup is shown in Fig. 13 and the relative test environment is provided in Fig. 14 . Eight transmit antennas are placed in different locations about 2.1 meters away from the receive antennas. In addition, the transmit and receive antennas are identical and are placed directly across from each other. Thus, the channel between the transmitter and the receiver has a line-of-sight (LoS) component [37] . As shown in Fig. 14 , the transmitter and receiver are in the same electromagnetic environment, therefore can share the results of spectrum sensing from USRP RIO6. All transceivers are connected to NI-PXIE, and the processes of modulation, demodulation, BER and SNR calculation are processed on LabVIEW. During the transmission, the PXIE-1082 simulates different types of interference (See Fig. 12 ) on a central frequency of 2 GHz. The omnidirectional antennas broadcast on a central frequency of 2 GHz at 2 Ms/s, which corresponding to the system bandwidth. Table 2 shows the detail of system test parameters, and the displayed system results can be seen in Fig. 15 .
B. MEASUREMENT CAMPAIGN
The experimental data symbols are obtained by sending 144 bits of control messages per transmission frame, as shown in the ''data section'' in Fig. 9 . As mentioned in section III, the real flat bandwidth of system is 2 MHz. The system synchronization and channel estimation sections are at the beginning of each frame. In total there are 3072 points per transmission vector. 10000 tests will be recorded for a BER point of each user and the final BER is averaged among the eight users' BER data. In addition, two types PR phase sequences are demonstrated via simulations and experiments. Traditional TDCS uses m-sequence generated from a LFSR as its PR sequence, while the new PR sequence (Spectral-MISL) is generated according to spectrum sensing result.
C. EXPERIMENTAL RESULTS
The simulation, analytical, and experimental results for the BER performance of TDCS 8-user's CCs are shown in Fig. 16 and Fig. 17 . The narrowband interference mentioned in section III is first evaluated, that is, about 25% of the frequency band is unavailable. The sequence correlations deteriorate to a certain degree, thus, the BER performances of traditional m-sequence and Spectral-MISL sequence discussed above are poorer than the case of full frequency band is available. Simulation results show that Spectral-MISL sequence still performs better than m-sequence, as shown in Fig. 16 . Therefore, the use of Spectral-MISL sequences can against the interference and improve the system capability.
Another type of interference is also tested under the same system parameters. The saw-toothed interference occupies a larger bandwidth than the narrowband interference, and about 45% of spectrum bins are unavailable. We still consider a match between the spectrum bins identified by the spectrum sensing results obtained by the transmitter and receiver. The MATLAB simulation and experimental results for the BER performance of saw-toothed interference are shown in Fig. 17 .
Simulation and experimental results show that when more spectrum bins are unavailable, the performance of Spectral-MISL sequence is closer to m-sequence compared with Fig. 16 , but still better than m-sequence. This is reasonable, since with more spectrum bins unavailable, the Spectral-MISL sequence cannot offer a higher improvement to BER. The error between simulations, experiments, and theoretical curves can be attributed to number of factors, including channel estimation, synchronization problem, demodulation and incorrect FO estimation. And inaccurate spectrum sensing result can also lead to the poor BER performance.
VI. CONCLUSION
In this paper, TDCS-based transmission scheme for CC in interference environment is considered. The BER performance of TDCS for 8-user's CC has been experimentally validated for the first time. In particular, a novel framework based on the TDCS is introduced to support reliable control message exchange in CC for cloud-based CRNs. Then the pseudorandom phase sequences are discussed and generated. Spectral-MISL is proposed for control signaling exchange in an interference scenario, where almost 45% spectrum bins are unavailable. An experimental testbed, equipment and implementation process have been described in detail and the BER performance of m-sequence and Spectral-MISL sequences for 8-user's CC have been obtained in a practical testbed environment. It has been shown that experimental performance is close to the simulation results. Furthermore, it has been demonstrated that using Spectral-MISL sequences can improve the CC capability in interference scenario. For practical decentralized cloud-based CRNs, TDCS-based transmission scheme is considered as a preferable candidate for interference-avoidance and reliable control signaling exchange.
